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RISK MANAGEMENT QUESTIONNAIRE

June 2020
Objectives of the Questionnaire

The purpose of this Self-Assessment AML/CFT Anti-Money Laundering (AML) /Combating the Financing of Terrorism (CFT) Risk Management Questionnaire is to assist the SEC to assess the adequacy of your institution’s policies, procedures and internal controls for managing its ML/TF risk. Thus, the questionnaire is also intended to provide an overview of your institution’s ML/TF compliance with the applicable legislation and regulatory requirements. 
The scope and depth of the AML/CFT Risk Management Questionnaire should be commensurate to your institution’s size, complexity and susceptibility to money laundering and terrorist financing activities. Your AML/CFT controls should ideally focus on business activities and processes that are more vulnerable to ML/FT risks. 
Your institution can also use the AML/CFT Risk Management Questionnaire to assess the adequacy and effectiveness of its AML/CFT programme as well as to identify corrective action needed to ensure its compliance with AML/CFT Legislations. However, this questionnaire is not a checklist and is neither exhaustive nor prescriptive.
The SEC will expect Market Operators (MOs) to justify and verify their assessments anytime they are called upon to do so with supporting documentation especially during onsite inspections.

Requirements that relate to MOs responsibilities to effectively manage their ML/TF risks and SEC’s mandate to ensure institutions’ compliance arise from (i) the Anti-Money Laundering (AML) Act 2008 (Act 749); (ii) the Anti-Money Laundering (Amendment) Act 2014 (Act 874); (iii) the Anti-Terrorism Act, 2008 (Act 762) and (iv) SEC/FIC AML/CFT Guidelines.
For SEC use only

RATING BY SEC
Name of the Institution:

	Controls
	Score 
	Weight (%)
	Weighted Risk Score

	Corporate Governance
	
	20%
	

	ML/FT Risk Management
	
	10%
	

	Compliance Function and AML/CFT Resources
	
	10%
	

	Policies and Procedures for CDD and Record Keeping
	
	20%
	

	Monitoring and Reporting of STRs and CTRs
	
	15%
	

	Training and Awareness
	
	15%
	

	Independent Testing: Internal and External Audit
	
	10%
	

	Overall Controls Rating
	-
	100%
	


Scoring Scale for Controls

	Score
	Description

	1
	Strong

	2
	Acceptable

	3
	Weak


Name of the Institution: ______________________________________________________

Completed by: _____________________________________________________________
Signature: _________________________Date_____________________________________

	1. CORPORATE GOVERNANCE – Board and Management Oversight


	1
	2
	3
	4
	5
	6

	A. Assessment Criteria
	B. Yes/ No
	C. Description of measures in place or action taken or planned by MO

	D. Rating by Institution
	E. The Supervisor’s
Comments
	F. Rating by the Supervisor

	1.1
Does the Board of the MO :

(i) Fully understand its AML/CFT obligations and responsibilities?

(ii) Receive regular AML/CFT training?
(iii) Approve its AML/CFT Compliance Programme?

(iv) Provide date of approval of the document and date of any update done on document. 
	
	
	
	
	

	1.2
Describe the organizational structure that identifies lines of reporting and responsibility for fulfilling the MO’s AML/CFT obligations.

	
	
	
	
	

	1.3
Does the Board play a direct role in terms of allocating resources to the AML/CFT Compliance Function (human, IT, budgets. etc.)?


	
	
	
	
	

	1.4

Do Board members and senior management receive regular AML/CFT training?

Describe the nature and frequency of such training and provide date (s) of latest training received/conducted.

	
	
	
	
	

	1.5
Is the Anti-Money Laundering Officer (AMLRO) required to report on regular basis on AML/CFT matters to the board and senior management? 
If so, outline the scope and content of the reports and the reporting frequency.

[Attach a copy of the latest report]

	
	
	
	
	

	1.6
Does the Board direct positive action to achieve improvements in response to the AMLRO’s reports? 
If your response is yes, provide examples of the issues and relevant Board directions.
	
	
	
	
	

	1.7
Outline any other AML/CFT reports provided regularly to the Board and senior management.
	
	
	
	
	


	2. ML and FT RISK MANAGEMENT


	2.1

Do the policies and procedures define an effective role for a risk management function?

Is there a specialized Risk Management group or unit within the institution? 

If your response is yes, does it address ML/FT risks?
	
	
	
	
	

	2.2

Does the institution have a policy for conducting periodic ML/TF risk assessment and categorization of business relationships? 

If your response is yes, indicate the scope and frequency of such assessments? 

Indicate if the assessment covers the following:

· products/services
· customers
· geographic location
· delivery channels
[Attach copy of latest risk assessment]
	
	
	
	
	

	2.3

Are there specific types or categories of products, customers, geographic regions/markets or delivery channels identified as high risk?

If your answer is yes, indicate the number under each category.
	
	
	
	
	

	2.4
For customers  classified as high risk, provide summary report of enhanced due diligence procedures applied as follows:

- at commencement of the business relationship

- in the form of additional ongoing monitoring

- at the time of  receipt of investment proceeds


	
	
	
	
	

	2.5
Has any customer been classified by the MO as low risk (and on that basis would attract a reduced or simplified level of AML/CFT due diligence)?

If your response is yes, outline the basis for this classification.
	
	
	
	
	

	
	
	
	
	
	


	3. AML/CFT COMPLIANCE OFFICER AND AML/CFT RESOURCES


	1
	2
	3
	4
	5
	6

	A. Assessment Criteria
	B. Yes/ No
	C. Description of measures in place or action taken or planned by MO

	D. Rating by Institution
	E. The Supervisor’s
Comments
	F. Rating by the Supervisor

	3.1

Has the MO appointed an AMLRO at management position with adequate authority and independence to ensure effective implementation of the AML/CFT compliance function? 

Are the functions and responsibilities of the AMLRO documented? 

[Please attach a copy of the document]
	
	
	
	
	

	3.2

State the AMLRO’s qualification (s) and experience(s).
	
	
	
	
	

	3.3

Who does the AMLRO report to in the institution? 

Indicate that person’s position in the MO.

Does the AMLRO submit regular reports to him/her?
	
	
	
	
	

	3.4
Outline any other responsibilities of the AMLRO in addition to the AML/CFT functions.
	
	
	
	
	

	3.5
Outline the level of resources provided for AML/CFT monitoring and compliance,  as follows:
( i) Number and grade of staff (include any changes in staffing levels over the reporting period)

(ii) IT systems used for AML/CFT analysis, monitoring and reporting.
	
	
	
	
	

	3.6
Does the MO consider the current resource level for AML/CFT compliance to be adequate and appropriate to the level of ML/FT risk inherent in the MO’s business?
If your answer is yes, briefly explain the basis for your response.

If your response is no, what are the MO’s plans to address the shortcomings?
	
	
	
	
	

	
	
	
	
	
	

	4. POLICIES AND PROCEDURES for Customer Due Diligence and Record Keeping 

	
	

	1
	2
	3
	4
	5
	6

	A. Assessment Criteria
	B. Yes/ No
	C. Description of measures in place or action taken or planned by MO

	D. Rating by Institution
	E. The Supervisor’s
Comments
	F. Rating by the Supervisor

	4.1

Do the identification and verification procedures for all new customers include the following?

Please describe:
· Examination of documents for authenticity.
· Face-to-face meeting with prospective customers. When is this not required?
· Crosschecking information with independent sources.
· Understanding the purpose and intended nature of the business relationship and transaction patterns expected, etc.
[Please attach a copy of the procedures respectively]
	
	
	
	
	

	4.2
What are the MO’s policies and procedures for:
· Customer acceptance and rejection including termination of established business relationships. 
· What types of customers does the institution refuse to do business with and Why?
· Risk classification of customers 
· How often is this updated?

· Enhanced CDD for high risk customers, products, transactions, etc.
· Monitoring of customer accounts and transactions
	
	
	
	
	

	4.3
Does the MO’s CDD procedure cover the identification of beneficial owners? 
	
	
	
	
	

	4.4
Outline MO’s policy and procedures in relation to maintaining CDD information up-to-date and to ensure that the customer identification documentation remains valid.
[Please attach a copy of the policy]
	
	
	
	
	

	4.5
Does the MO obtain businesses through intermediaries such as banks, Telecoms, and Marketing Executives? 
	
	
	
	
	

	4.6
Outline the MO’s policy and business practice where a customer seeks to use cash to pay for investments instead of other modes of payments such as cheque.
Indicate the AML/CFT controls that are applied for such cases.
	
	
	
	
	

	
	
	
	
	
	

	4.7
Does the MO have records retention policy? 
If your answer is yes,  describe it in terms of the following:

- What is maintained?

- For how long?

- How? Paper, electronically, onsite, offsite storage?

- How comprehensive? 
Does it allow transactions to be easily reconstructed?
- How often is the system tested?
[Please attach a copy of the policy]

	
	
	
	
	

	5. MONITORING AND REPORTING OF SUSPICIOUS TRANSACTIONS

	
	

	1
	2
	3
	4
	5
	6

	A. Assessment Criteria
	B. Yes/ No
	C. Description of measures in place or action taken or planned by MO

	D. Rating by Institution
	E. The Supervisor’s
Comments
	F. Rating by the Supervisor

	5.1

Outline the MO’s policies and procedures for monitoring  and identifying unusual or suspicious activity or transactions, to include the following:

· form and method of monitoring (automated or manual)
· by whom?

· frequency

· scope – are all transactions monitored?

· whether and how CDD information is used in the monitoring?

[attach a copy such policies and procedures]
	
	
	
	
	

	5.2
Describe the MO’s approach to identifying and examining any complex, unusual, or exceptionally large transactions or transactions with no apparent economic or lawful purpose. 
Outline the internal reporting procedures, including:

· Who are responsible for flagging alerts?

· Who are responsible for reviewing the alerts for further examination? Describe the analytical process.

· Who has authority to decide whether or not to file a STR with the FIC?
· Timeframes
· Whether the analytical process and the decision are documented?
	
	
	
	
	

	5.3
(i) If the MO has subsidiaries and/or branches in Ghana and overseas, does it have a system for monitoring and reporting unusual and suspicious activity on a group-wide basis from branches and subsidiaries? Please describe.

(ii) If the MO is a branch or subsidiary of a foreign company, how does it interact with the head office on monitoring and reporting unusual and suspicious activity? Please describe.
	
	
	
	
	

	5.4

What steps have been taken by the MO to ensure that customer-facing and other relevant employees will be in a position to identify potentially suspicious activity or transactions and to report them internally to the AMLRO for further examination?
	
	
	
	
	

	5.5

What is your MO’s policy and practice when a customer unexpectedly seeks to increase his/her investment?
	
	
	
	
	

	5.6

What’s the MO’s policy and practice when a customer unexpectedly seeks early redemption of investment?
	
	
	
	
	

	5.7
What steps have been taken by the MO to ensure that all relevant persons (e.g. employees) are aware of the SEC/ FIC AML/ CFT Sanctions Regime?

	
	
	
	
	

	5.8 What steps have been taken by the MO to ensure that all relevant persons (e.g. employees) are aware of tipping off offence and its consequences? 

Does the MO have a policy to prevent and sanction tipping off?
	
	
	
	
	

	
	
	
	Overall assessment (include recommendations for any additional testing, information requirements or follow-up action):

Rating for Section 5:
	
	

	6. TRAINING AND AWARENESS

	
	

	1
	2
	3
	4
	5
	6

	A. Assessment Criteria
	B. Yes/ No
	C. Description of measures in place or action taken or planned by MO

	D. Rating by Institution
	E. The Supervisor’s
Comments
	F. Rating by the Supervisor

	6.1

Does the MO have a documented AML/CFT training programme, covering all relevant categories of employees?  
Outline the scope and content of the AML/CFT training. 
Indicate frequency, delivery methods and facilitator (s).
	
	
	
	
	

	6.2

Does the MO maintain current training log providing details of all staff and the date of their last AML/CFT training? 
Indicate who is responsible for maintaining the training log.
	
	
	
	
	

	6.3
Is it easy for the MO to identify staff that are due for or have not received training? 
Who is responsible for that?
	
	
	
	
	

	6.4
Are trainees assessed for knowledge retention following the AML/CFT training? 

If so, how? 
Does the MO sanctions staff who fails to participate in training within the timeframe?
	
	
	
	
	

	6.5
What was the date of the most recent comprehensive AML/CFT training?
[Please attach a copy of list of trainees and their positions.]
	
	
	
	
	

	6.6
Do the MO’s AML/CFT training programs include a requirement for ongoing and refresher training? 
Please explain and provide the date of the most recent refresher training.
	
	
	
	
	

	6.7
Does the MO maintain a training log for management and board members, indicating the nature and dates of AML/CFT training provided? 
Who is responsible for maintaining the log and when was it last updated?
[Please attach a copy]
	
	
	
	
	

	6.8
What follow-up steps are taken by the MO to identify and address cases where management and board members have not participated in the required AML/CFT training?
	
	
	
	
	

	6.9
Does the MO maintain an AML/CFT training plan? 
If so, provide details of training scheduled over the coming 6 months and associated budget assigned.
	
	
	
	
	

	
	
	
	Overall assessment (include recommendations for any additional testing, information requirements or follow-up action):

Rating for Section 6:
	
	

	7. INDEPENDENT TEST: INTERNAL AND EXTERNAL AUDIT

	
	

	1
	2
	3
	4
	5
	6

	A. Assessment Criteria
	B. Yes/ No
	C. Description of measures in place or action taken or planned by MO

	D. Rating by Institution
	E. The Supervisor’s
Comments
	F. Rating by the Supervisor

	7.1

Has the MO an adequately resourced independent audit function that conducts regular review of the effectiveness of the MO’s AML/CFT Compliance Programme?
If so, indicate the scope and the frequency of the Independent Testing?
	
	
	
	
	

	7.2

Are the findings of the Independent Testing submitted to the Board/Senior Management?
	
	
	
	
	

	7.3

If your response to 7.2 is no, indicate the level of management that receives the Independent Testing findings.  
	
	
	
	
	

	7.4
  If your response to 7.1 is no, indicate the external auditor of the MO that performs the Independent Testing.
	
	
	
	
	

	7.5
 How frequently does the external auditor assess the MO’s AML/CFT Compliance Programme?
 Please, provide also the date of the last such external audit report.
	
	
	
	
	

	7.6
When was the latest internal and/or external Independent Testing conducted on the MO’s AML/CFT Compliance Programme? 
Please attach a copy of the relevant sections of the report.
	
	
	
	
	

	7.7
What are the key findings of the latest Independent Testing report?
What have been done to address the issues identified in the report?
	
	
	
	
	

	
	
	
	Overall assessment (include recommendations for any additional testing, information requirements or follow-up action): 

Rating for Section 7:
	
	


2

